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Problem Statements

m Heterogeneous Devices

m Heterogeneous Environment

m Homogenous Security Requirements
m System Design Challenge



Application Layer Security

m Enforcement of Security at application layer, beyond
the network and transport layer

Specification of Designing Implementation of

Security Templates Protocols
@

Requirements
Libraries/
Services

SpecificatN e \/
o

m Integration of application and security logic



I
Separation of

Application and Security Logic

m Why?
Application programmers are not security
experts

Integration of security within applications
more difficult, more complex

Dynamic security management is desirable

Capturing Security Expert knowledge
required



| mEEET
Separation of
Application and Security Logic (cont.)

m How?
Application Logic = what the application does at particular states

INIT START PROCESS CONNECT STOP

Security Logic = what are the constraints when transitioning

INIT START PROCESS CONNECT STOP
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Policy-Based Management

m Policy in WiTness

“a means of moving from narrative declaration of
security requirements, to one that is technically
enforceable”

constraints&assertions: rules defining security logic
and tiding policies to application transitions

m Advantages of Policy-Based Systems
Dynamic Management is easy
High-level Declarative Directives
Use of Expert Knowledge
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Security Policies In WiTness
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Constraints and Assertions

ronee Jomemy | Vptmee | e [ anons
B PROFILE.SERVICE: (e.g. SEC.Confidentiality)
m UTILITY: (e.g. Decryption)
B UTLITY FILTER: (e.g. instance=des, mode=out)

B RESOURCE_FILTER: (e.g. KeyMinLength=128)
B BINDING:

Constraint 1 > Constraint 2
Constraint 1 : Constraint 2
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Samples: Constraint/ Assertion

SEC. Authentication | instance=login,

Authentication Provider mode=precheck PasswordMinLength=8 >

instance=md>,

SEC.Integrity WIMProvider mode=out

KeyMinLength=128 ;

SEC. instance=AES,

Confidentiality ImplCryptoProvider mode=in-out KeyMinLength=128

instance=TrustLevel,

SEC.Trust | CertificateProvider
mode=precheck

BasicTrustLevel=HIGH ;
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Mapping Constraint to Security Context

m “SEC.Confidentiality, SEC.Decryption,
[mode=in, instance=DES], []",
m Security Context Tree
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Security Context

m collection of static information and and active security
services representing security logic (an ordered tree

structure)
Keystore Path: static information

Encryption: active service
Password Prompt: active service

m Security Context can include four types of Security
Context Element:
PassiveElement
InputElement
SessionElement
ActiveElement

13



Framework and Architecture

B CREATING SECURITY CONTEXT
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Framework and Architecture

B ENFORCING SECURITY CONTEXT

SECURITY
CONTEXT
ENFORCED
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DEMO



APPROVAL WITH
FEDERATION

Marketing m

L)

Eﬂ

“ CLILLIC LTI
-, Staff [m 5 9 m
‘e

Sales m

Corporate Domain .



SAMPLE POLICIES

[ S x|

IConfiguration Close

CONFIGURATION_POLICY {

ID:confPolicys ¥

TARGET:withess.privatefirea

ACTVITY:getPrivate

ATTEMPTS: 3

CONSTRAINTS:

SEC.Authentication, SEC.usernamepassword, [ mode= OUT ], [passwordiinLenth = 6, passwordMazLength =12 1=
SEC.Integrity, SEC.hash, [ instance= md5, mode=0UT L[ 1;

SEC.Confidentiality, SEC.decrypt, [ instance= des, mode=IN1.[1;

[ S x|

Federation e Close

FEDERATION_POLICY {

ID:fedPolicy# 7

SCOPE:SHARED

ATTEMPTS:3

ASSERTIONS:

SEC.Trust, SEC.trustevaluate, [ mode= PRECHECH ], [deviceType = trusted ] ;
USR.Location, USR.locationfinder, [ mode= PRECHECK ], [location = office ] ;
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DEMO
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CODE EXAMPLES

Partlet (Client)

String url= new String("http://localhost:8080/servlets -examples/serviet/BudgetServlet");
Object [] params= {url};
Class[] paramTypes= {String.class};

PartletDescription pd=new PartletDescription(“targetPartlet.prop");
Partlet targetPartlet= (RemotePartlet)am.find Partlet(pd).firstElement();

Budget budget= targetPartlet. makeCall(“getBudget’,params,paramTypes);

Policy Execution

byte[] hashedData= (byte[])
securityContext.getConfSecurityContext().execute (\WSecurityContext.OUT).g

byte[] decryptedData =(byte[])
securityContext.getConfSecurityContext().execute (W SecurityContext.IN).getResult()
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Further Work

m Security Context Negotiation (interacting
with FederationManager)

m [ntegration of Policy Framework with
WiTness Pilot Mobile Business Application
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Conclusion

= Heterogeneous Mobile Environment
m Application Layer Security

m Separation of Business and Security
Logic based on Policies

m Security Context
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