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FirewallsFirewalls

�� barricade for protection of valuable barricade for protection of valuable 
resources from destructive eventsresources from destructive events

�� HistoryHistory
–– “firewall“firewall--like” mechanismslike” mechanisms
–– Application Level FirewallsApplication Level Firewalls
–– Dynamic FirewallsDynamic Firewalls
–– ……
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Progressive trend of FirewallsProgressive trend of Firewalls
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Application Layer SecurityApplication Layer Security

�� comprises of methodologies and utilities:comprises of methodologies and utilities:
–– SpecificationSpecification
–– DesignDesign
–– ImplementationImplementation
–– ExecutionExecution
–– Management of Security policiesManagement of Security policies
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ArchitectureArchitecture

Fig.1.Fig.1. Proposed architecture for Application Layer SecurityProposed architecture for Application Layer Security
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Why do we need this architecture?Why do we need this architecture?

�� InflexibilityInflexibility of Transport of Transport LayerLayer SecuritySecurity

�� IntegratingIntegrating securitysecurity intointo applicationsapplications fromfrom designdesign phasesphases
isis difficultdifficult

�� NetworkNetwork SecuritySecurity Administration Administration requiresrequires toolstools to to 
maintainmaintain consistencyconsistency

�� Distance Distance betweenbetween businessbusiness specificationspecification and and technicaltechnical
specificationspecification of of securitysecurity leadsleads to to clashsesclashses and and 
misinterpretationsmisinterpretations
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StepsSteps forfor
ApplicationApplication--BrokerBroker interactionsinteractions

�� ApplicationApplication
–– announcingannouncing itsits prepre--defineddefined securitysecurity requirementsrequirements

�� BrokerBroker
–– consultsconsults thethe S.S.RegisteryS.S.Registery
–– searchssearchs forfor registeredregistered servicesservices thatthat meetmeet thethe

specificationsspecifications of of thethe applicationapplication tendertender
–– returnsreturns thethe contractcontract
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StepsSteps forfor
ApplicationApplication--ProviderProvider interactionsinteractions

�� ApplicationApplication
–– contactscontacts withwith thethe Provider Provider specifiedspecified in in thethe contractcontract

�� Provider Provider 
–– implementsimplements thethe serviceservice
–– returnsreturns thethe resultresult back to back to ApplicationApplication
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OtherOther FeaturesFeatures
�� SecuritySecurity ApplicationApplication LibrariesLibraries includedincluded forfor completioncompletion of of 

application‘sapplication‘s securitysecurity specificationsspecifications

�� LibraresLibrares areare availableavailable forfor dynamicdynamic bindingbinding, , whereaswhereas
servicesservices fromfrom thethe providersproviders areare enabledenabled byby messagingmessaging

�� EachEach applicationapplication responsibleresponsible forfor itsits auditingauditing mechanismmechanism

�� AuditingAuditing requiresrequires a a standardstandard interfaceinterface betweenbetween thethe
applicationapplication--specificspecific auditaudit processesprocesses, and , and thethe centralizecentralize
auditaudit managermanager
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OurOur implementationimplementation

�� ImplemenationImplemenation in Javain Java
�� MultiMulti--Provider, MultiProvider, Multi--Client, Client, OneOne--BrokerBroker
�� CommunicationCommunication overover JMSJMS

�� Provider, Server Provider, Server �� asynchronousasynchronous
�� Clients Clients �� synchronoussynchronous

�� RepositoriesRepositories as XML as XML datadata
�� SecuritySecurity Providers : SUN, Providers : SUN, BouncyBouncy CastleCastle
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SequenceSequence of of InteractionsInteractions
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RequestRequest (Client(Client�� BrokerBroker))
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ContractContract ((BrokerBroker��ClientClient))
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ResultResult ((ProviderProvider��ClientClient))
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ServicesServices

�� AuthenticationAuthentication
�� IntegrityIntegrity
�� ConfidentialityConfidentiality
�� NonNon--RepudiationRepudiation
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AuthenticationAuthentication

�� Username Username -- passwordpassword

IntegrityIntegrity

�� MessageMessage DigestDigest
�� MAC (MAC (MessageMessage AuthenticationAuthentication Code)Code)
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ConfidentialityConfidentiality
�� SymmetricSymmetric EncryptionEncryption
�� SymmetricSymmetric DecryptionDecryption
�� AsymmetricAsymmetric EncryptionEncryption
�� AsymmetricAsymmetric DecryptionDecryption

NonNon--RepudiationRepudiation

�� CreateCreate Digital Digital SignatureSignature
�� VerifyVerify Digital Digital SignatureSignature
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J2EE Technologies J2EE Technologies 

�� Enterprise JavabeansEnterprise Javabeans
�� Java Server PagesJava Server Pages
�� Java ServletJava Servlet
�� J2EE ConnectorJ2EE Connector
�� JNDIJNDI
�� IDL (for interoperability with CORBA)IDL (for interoperability with CORBA)
�� Java Message ServiceJava Message Service

–– Also a new Enterprise bean typeAlso a new Enterprise bean type
�� JavaMailJavaMail
�� Transactions (JTA, JTS)Transactions (JTA, JTS)
�� JDBCJDBC

Technologies and APIs for building and deploying 
enterprise-class server applications.



2020

JMS (Java JMS (Java MessagingMessaging System)System)

� A common Java API for creating, sending, 
receiving and reading messages

� Enables communication that is 
– Reliable (over SSL)
– Asynchronous
– Synchronous

� Designed by Sun and partners
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XML XML repositoriesrepositories
�� Service Service repositoriesrepositories

�� KeysKeys repositoriesrepositories
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Future Future WorkWork

�� AddingAdding Business Business LayerLayer

•Restrictions to using services

• User levels/rights
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Future Future WorkWork

�� AuditingAuditing
–– EachEach ApplicationApplication will will havehave itsits ownown auditingauditing

mechanismmechanism
–– Central Central AuditingAuditing ManagerManager
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Future Future WorkWork

�� Multi BrokerMulti Broker
–– ApplicationApplication multicastsmulticasts & & findsfinds out Brokersout Brokers
–– ApplicationApplication chooseschooses a a suitablesuitable BrokerBroker

�� Interface Interface betweenbetween Broker Broker -- ProvidersProviders
–– UpdatingUpdating serviceservice repositoriesrepositories
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DEMODEMO

( Digital ( Digital SignatureSignature & & VerificationVerification ))
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ConclusionConclusion

�� Firewalls will become less flexibleFirewalls will become less flexible

�� advantages for centralized policy management advantages for centralized policy management 
and auditing and auditing 

�� Application Layer Security: more consistency and Application Layer Security: more consistency and 
flexibilityflexibility
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