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Stream Ciphers — Basic Structure

Many stream ciphers use a keystream generator

keV initial state
I{/ key/IV setup FSM > 20,21, %2, .-

to encrypt the plaintext bits p; via p; ® zi = ¢;.

Usually, an attacker

@ knows the IV and a prefix of the keystream

The attackers’ goal:

@ Compute the key or the initial state
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Popular hardware-oriented FSM-Design
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The FSM
@ stores the state in LFSRs,
@ produces keystream by combining the LFSRs’ output bits.

Practical Examples:
@ Bluetooth keystream generator Ey
@ GSM keystream generator A5/1
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Equivalent FSM-Representation

1 i 7';}’7 )
] R T R

Ro
0

@ LFSRs produce internal bitstream w

e Compression function C computes keystream z = C(w)
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Cryptanalysis

Problem: Given a prefix of the keystream z, compute the initial
states of the LFSRs (initial state recovery).

Observation

The initial states are
contained in the first
bits of the internal
bitstream w.

H"

— Reconstruct the internal bitstream w from z.
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Reconstruction of w

L .
[E R T

Restrictions on w
(1) LFSR-relations hold for the w;. R Ewae N —

(2) C(W) is a prefix of z. O I

Generic Algorithm

Compute for m=1,2,..., m* the candidate sets

Pm = {we{0,1}"|w fulfills (1) and (2)}
= Pm-1x{0,1}
(W0, - .., Win—1) € {0, 1} |wpn_1 fulfills (1)}
A{w € {0,1}™|w fulfills (2)}

until only bitstreams fully consistent with z are left.
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Reconstruction of w

Problem: How to maintain the P, C {0,1}™ efficiently?

Represent S C {0,1}™ by its characteristic Boolean function

ds :{0,1}" — {0,1}

_ 1 ze€S§
z 0 z¢S

and find an efficient data structure for ds.

— Binary Decision Diagrams (BDDs)
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Binary Decision Diagrams

Binary Decision Diagram (BDD)
directed acyclic graph Gr
@ 1 source and 2 sinks

@ inner nodes have outdeg = 2
@ node labels
e sinks: 0 and 1
o inner nodes: variables from
Z,={z0,...,2p-1}
o edge labels from € {0,1}

@ represents Boolean function

Examples:

z +— end of the z-path (0,1,1,0)
(1,0,0,1)

f:{0,1}" — {0,1} z=(20,21,22,23) | f(2)
0
1
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Reconstruction of w with BDDs

L .
[E R T

Restrictions on w
(1) LFSR-relations hold for the w;. R Ewae N —

(2) C(W) is a prefix of z. O I

BDD-Algorithm

Compute for m=1,2,... m* the BDDs

Pmn = Pmo1A{w e {0,1} w1 fulfills (1)}

BDTJ,(,})
AN w € {0,1}™|w fulfills (2)}

BDD

until only bitstreams fully consistent with z are left.
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Reconstruction of z with BDDs

Runtime of the algorithm depends on

@ number of iterations m* and maxm,{|Pm|}
@ parameters of the keystream generator

e information rate a € (0, 1]
o (best case) compression rate v € (0, 1]

Theorem (Krause 2002)

For keystream generators of state size n, BDD,(r:,l)] e 0(2mm),
and |BDD| € mOW),
o m* = [a"1n]

l—a
o [Pyl < nPMW215a" for m < m*

(e
— w can be reconstructed in time and with space n® 121" from
the first [ya~1n] consecutive bits of z.
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What about more recent FSM-designs?

Several recent designs (partly) replace the LFSRs by NFSRs.
Examples: eSTREAM Phase 3 ciphers

e TriviuM: 3 NFSRs

@ Grain: 1 LFSR + 1 NFSR

What about BDD-attacks against these ciphers?

Observation: Checking the NFSR-relations more complicated,
but attack still works.
More precisely...
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BDD-attack on NFSR-based FSMs

Theorem

For NFSR-based keystream generators of state size n,
\BDD9)| €0 (2P'(’"_”)) for a small cipher-dependent parameter
p>1, and ]BDD£,2,)| e m°W) | we have

o m* = [a1n]

o |Pn| < nCM2 % = " form < m*

— w can be reconstructed in time and with space

e
0120

from the first [ya—ln] consecutive bits of z.
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Performance on TRIVIUM and Grain

BDD-attack:
keylength | state size | « p | time and memory
TRIVIUM 80 288 0.25 | 1.75 ~ 2189
Grain 128 256 02 | 2 ~ 2187

Other initial state recovery attacks:

@ TRIVIUM:

o 2100 operations from 2615 keystream bits

o 2135 operations from O(1) keystream bits
— BDD-attack not competitive
e Grain:
o 2128 operations and keystream bits (generic TMD-tradeoff)

— BDD-attack best non-trivial short keystream attack
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Conclusion

BDD attack on LFSR-based keystream generators
@ needs much memory, but as little keystream as possible
@ can be extended to NFSRs
@ is applicable to recent designs TRIvVIUM and Grain

@ as a generic attack, can be outperformed by cipher-specific
techniques
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The End.

dstegema@th.informatik.uni-mannheim.de
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